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Information & co

Dati: insieme di singoli fatti, immagini e
impressioni

Informazioni: dati organizzati e significativi

Conoscenza: informazioni recepite e comprese da
un singolo individuo

Sapienza: conoscenze tra loro connesse che
permettono di prendere decisioni

Le informazioni sono trasmesse e archiviate su
dei supporti.

o | supporti possono essere digitali o analogici / non
digitali (carta, fotografie su pellicola...)

> Un caso particolare di supporto non digitale &
I’essere umano

Per la trasmissione si possono usare reti
informatiche, posta tradizionale, telefono,
conversazioni...



Information security gso;iec 27000:2018)

preservation of confidentiality, integrity and availability of
information
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CIA (ISO/IEC 27000:2018)

Confidentiality

property that information is not made available or disclosed to unauthorized individuals, entities, or processes

Integrity

property of accuracy and completeness
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Availability

property of being accessible and usable on demand by an authorized entity




Information security gso;iec 27000:2018)

preservation of confidentiality, integrity and availability of
information

Note 1 to entry: In addition, other properties, such as authenticity, accountability, non-repudiation, and reliability can also be
involved.

3.6
authenticity
property that an entity is what it claims to be
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Non definito nella ISO/IEC 27000 ma (in modo diverso)
in numerose altre norme. Riguarda la responsabilita e la
possibilita di attribuire la responsabilita di un evento a

un’entita
3.48
non-repudiation
ability to prove the occurrence of a claimed 3.55
event (3.21) or action and its originating entities reliability

property of consistent intended behaviour and results




Information security

Sicurezza aziendale

Sicurezza delle informazioni

Sicurezza Informatica
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Management system (so/iec 27000:2018)

set of interrelated or interacting elements of an
organization to establish policies and objectives and
processes to achieve those objectives

Note 1 to entry: A management system can address a single discipline or several disciplines.
Note 2 to entry: The system elements include the organization’s structure, roles and responsibilities, planning and operation.

Note 3 to entry: The scope of a management system may include the whole of the organization, specific and identified functions of
the organization, specific and identified sections of the organization, or one or more functions across a group of organizations.



Sistemi di gestione secondo le norme ISO

Con tale termine si intendono tutti i sistemi di gestione implementati nelle organizzazioni (imprese, societa,
enti o aziende pubbliche, studi professionali, associazioni, ecc.) nei diversi settori in cui operano (es.
manifatturiero, commercio, agricoltura, servizi, costruzioni, istituzioni, ecc.) in riferimento ai requisiti espressi
da una serie di norme internazionali ISO, tra le quali:

o SO 9000 per i sistemi di gestione della qualita

o

ISO 14000 per i sistemi di gestione ambientale
UNI CEI EN ISO 50000 per i sistemi di gestione dell'energia
ISO 45001 per i sistemi di gestione della sicurezza e della salute nei luoghi di lavoro

o

[e]

[e]

SA 8000 impatto sull'etica e sul sociale (emessa dal SAl)

o

ISO 27001 per i sistemi di gestione della sicurezza delle informazioni

o

ISO 19600 per i sistemi di gestione della conformita (legislativa)

FONTE: https://it.wikipedia.org/wiki/Sistema_di_gestione



Cosa ci dicono 1 sistemi di gestione?

Per un certo ambito (disciplina), oppure per piu ambiti, suggeriscono cosa fare
° n termini organizzativi
o di ruoli
o di responsabilita
° in merito alla pianificazione
riguardo alle operazioni

[e]

Ci possono essere delle sovrapposizioni tra diversi sistemi come, per esempio, nel caso della prevenzione degli
incendi che € materia comune alla sicurezza delle informazioni, alla sicurezza fisica e alla sicurezza e salute del
personale. Queste sovrapposizioni comportano delle opportunita «di riuso» ma anche rischi di sprechi e contrasto
all'interno (e all’esterno) dell’organizzazione

In generale i sistemi di gestione sono un’opportunita per aiutare a fare bene le cose; inoltre, si puo ottenere una
certificazione che attesti che I'organizzazione stia facendo bene le cose.
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FONTE: https://www.iso.org/obp/ui#iso:std:iso-iec:27001:ed-2:v1:en



Let’s give a look on

paper and then drill
down (6.1 and 6.2)




Risk assessment and risk treatment #6.1

» 6 Planning
» 6.1 Actions to address risks and opportunities
6.1.1 General
6.1.2 Information security risk assessment
6.1.3 Information security risk treatment

6.2 Information security objectives and planning to achieve them



Un parallelo tra 31000 e 27001

Z
9 FONTE: ISO/IEC 27001:2013
g 1. Identificare i rischi associati alla perdita di 6.1.2.c.1
™ riservatezza, integrita e disponibilita
= o - 6.1.2.C.2
Z 2. ldentificare i risk owner
o
wn : > - 6.1.2.D.1
%) Analizzare I'impatto del rischio
>_
= Analizzare le probabilitd di accadimento 6.1.2.D.2
Z
< Determinare il livello del rischio 6.1.2.D.3
5
= Ponderare i rischi rispetto ai criteri di 6.1.2.E.1
=S accettabilita
FONTE: ISO 3100:2018 |
< Prioritizzare i trattamenti 6.1.2.E2
Ll




Un parallelo tra 31000 e 27001

Risk
Identification

Risk

| Analysis
Risk
Evaluation

FONTE: ISO 3100:2018

TREATMENT

FONTE: ISO/IEC 27001:2013

Selezionare le opzioni di trattamento
Determinare i controlli necessari

Confrontare i controlli determinati con
quelli dell’lannesso A

Produrre lo Statement of Applicability

Formulare il piano di trattamento
Ottenere I'approvazione

6.1.3 (AfinoF)



Cosa € lo Statement of Applicability

The Statement of Applicability (SoA) forms a fundamental
part of your information security management system
(ISMS). The SoA is one of the most important documents
you'll need to develop for ISO 27001:2013 certification. Put
simply, in its quest to protect valuable information assets
and manage the information processing facilities, [ipEhsIelal
states what ISO 27001 controls and policies are being
e[e]o][lcleNe)AualNelgelelalifelulelal |t benchmarks against the
Annex A control set in the ISO 27007 standard (described
at the back of that ISO standards document as reference
control objectives and controls). The statement of
applicability is found in 6.1.3 of the main requirements for
ISO 270071, which is part of the broader 61, focused on
actions to address risks and opportunities. The SoA is
therefore an integral part of the mandatory ISO 27001
documentation that needs to be presented to an external
auditor when the ISMS is undergoing an independent audit
e.g. by a UKAS audit certification body.

ISMS.online

8! Clusters » IS0 270012013 Policies and Controls  »  1SO 27001 Requirements - 4110102 » 6Planning » 6 1.3 Statement of Applicability

@ I1SO 27001:2013 Policies and Controls

Headlines

[] Activity

Structure

Approval Tools [# Notes & Discussions Documents £ To-dos & KPIs

B 1 notified w €O Version histon

Statement of Applicability report

6.1.3 Statement of Applicability The version 1.0 of the Stalement of Applicability (SOA) is available here and can aiso easily b

headlines tab and structure tab The SCA report addresses each Annex A control and its appll
relevant justincations. It provides an oniine report faciiitating quick links and overview 1o the m

Produce a Statement of Applicability that contains the necessary controls of the ISMS and offers a simpie expoit report option

and justifications for inclusions, whether they are implemeanted or not
and the justification for exclusions of controls from Annex A

Status:

Assigned to

Start:

Due:

Days estimated:

The SOA is dynamically updated as Annex A policy/control changes and updates occur in thel
areas which are linked. Further detail can be found on the controls in use € g the actual polici
and any risks being addressed by the controls

Open Submit for approval Risks associated with the SOA are Included In the sk treatment pian in fine with (6 1) and (A
referenced back where appropriate to the applicable Annex A controls.
Any earlier versions or material changes that need 1o be exported and held for audit purposes
“ David Kelly Into this environment and the version control process used to manage that history
Add

FONTE: https://www.isms.online/iso-27001/is027001-statement-applicability-simplified/
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How It Warks « Why Choose Us « Resources -

ISO 27001 - Annex A Controls

Partners « Request Your Quote

ISMS.onling J 150 27007, nformation Security Manugement Stondard Simplilied {150 27001 — Annex A Contiols

Introducing Annex A Controls

There ars 114 Annax A Controls, divided intc 11 categories. How you
respond ra the requlrements agalnzt them as you bulld your (SMS
depends on the spacifics of your organisation.

A usatul way to understand Anrex A s to think ot it as a catalogue of
sacuily controls. Boased on your risk assassments, you'll select the ones

that cre applicable to your organisation, informed by your particular risks.

18Ms. Annex A Explaingr

ISMS.online

nnex A Controls

Vediamo ISO
27001 -
Annex A

https:/ /www.isms.online/iso-
27001 /annex-a-controls/



Liste di controlli

ISO/IEC
27001:2013

Annex A

ISO/IEC
27002:2013



Control gso/Ec 27000:2018)

measure that is modifying risk

Note 1 to entry: Controls include any process, policy, device, practice, or other actions which modify risk.

Note 2 to entry: It is possible that controls not always exert the intended or assumed modifying effect.

Ll
Z
O
N
=
T
L
O




oo . ..
“m f A Sinonimi
correntemente
CONTROLLO MISURA CONTROMISURA usati




S cosa
agiscono 1
controlli

Risk Assessment Matrix
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Assessment of Risk Exposure = Risk Probability x Impact

(Severity = Likelihood x Consequence)

Risk Assessment Matrix

Maijor Impact Medium High

High Probability & High Impact

Low Probability & High Impact

/
Impact of Risk (Consequence)[\/

Minor Impact Medium

e | L
. Moderately Likely |  Very Likel
Risk Exposure = | Unlikoly (0-33%) (33%1{;%) | it/

Impact x Probability

Probability of Risk (Likelihood)

Low Probability & Low Impact High Probability & Low Impact




Tip1 di controlli

Risk Assessment Matrix

Major Impact

Controlli che riducono la
probabilita

Moderate
Impact

Impact of Risk (Consequence)

Minor Impact

Risk Exposure =
Impact x Probability
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Probability of Risk (Likelihood)




THREATS AND OPPORTUNITIES

Threat

LIKELIHOOD MANAGEMENT

. ,
| !.
& 1

- Loss

FONTE: https://www.juliantalbot.com/post/risk-bow-tie-method

JULIAN TALBOT

Bow tie

analysis
(farfallino)



FACTORY FIRE EXAMPLE

Industrial Relations
Lower sales
Unemployment

Terrorists

Robotic . Criminal_s + Death or injury
WHS breach *  Staff training - Building damage
Weather + Welders + Reputation
+  Electrical + Financial loss
motor + Inability to supply

overload contracted product

MOXCOW
.

mOZ2mcOoOmmnz=200

Housekeeping
Arson
Electrical
fault

Open flame
Maintenance
budget
Lightning

Failure to meet
profit or safety
| objectives.

FONTE: https://www.juliantalbot.com/post/risk-bow-tie-method

JULIAN TALBOT

HONE EQOOKS DoWra

Esempio




FACTORY FIRE EXAMPLE
Un controllo

puo
introdurre
altri rischi

Industrial Relations
Lower sales
Unemployment

Terrorists

: = Criminals .
\':Iol-?;tt‘:-e o +  Staff training . Building damage
Weather + Welders » Reputation
+ Electrical » Financial loss
motor + Inability to supply

overload contracted product

MOXCOW
.

mOZ2mcOoOmmnz=200

Housekeeping

« Arson

« Electrical
fault

+ Open flame

+ Maintenance

budget

Lightning

Failure to meet
profit or safety
| objectives.

FONTE: https://www.juliantalbot.com/post/risk-bow-tie-method

JULIAN TALBOT

HONE EQOOKS DoWra




Tip1 di controlli

Tecnici

basato sulla tecnologia, di norma automatico, Controlli di tipo tecnico
che funziona a prescindere dall'intervento attivo
delluomo

Organizzativi

regole e procedure che le persone devono
sequire

Controlli di tipo

organizzativo




Tipi di controlli

Confidentiality

property that information is not made available
or disclosed to unauthorized individuals, entities,
or processes

Controlli che agiscono sulla

riservatezza

I ntegrlty Controlli che agiscono

sull’integrita

property of accuracy and completeness

Ava | I a b | I |ty Controlli che agiscono sulla

disponibilita

property of being accessible and usable on
demand by an authorized entity



Framework Nazionale

Framework per la Cybersecurity
Nazionale per ]_a e la Data Protection
Cybersecurity e la

Febbraio 2019

Data Protection F
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Framework Nazionale Cyber Security

Il Framework Nazionale Cyber Security (FNCS) pubblicato nel 2015 dal CIS Sapienza e dal Laboratorio
Nazionale di Cybersecurity del CINI, viene divulgato nel Febbraio 2016 con l'obiettivo principale di fornire a
tutte le aziende - inizialmente il target erano le PMI - un ausilio operativo di Cyber Risk Management Strategy,
adattabile alla realta nazionale ed alla tipologia/criticita specifica di ogni business.

Il FNCS, pur riprendendo i concetti fondamentali di cyber threats e la struttura del Framework Core del Cyber
Security Framework NIST da cui e stato derivato, si differenzia da esso introducendo, gia nella sua prima
implementazione, importanti strumenti di modellazione che avrebbero facilitato la contestualizzazione allo
specifico settore di business.

FONTE: Prossimo libro sul rischio della Clusit Community for Security
FONTE: https://docs.google.com/document/d/1fc1RL36 5zW-2bUxBnQjMr-rrf5382ysj07D-EAiI3Q/edit




DBSec Most Common Mistakes

Brussels October 2016

Alessandro Vallega

Security Business Devv_ejo'pment Oracle Europe WCEs
Clusit Board of Directors

Oracle Community fofiSecurity Chairman
Founder of EurcRrivacyiinfo

ORACLE

Copyright © 2014 Oracle and/or its affiliates. Al rights reserved. |




Database Security Maturity Knowledge Areas

DB Security

ORACLE

DB Access Control

Ability to assure
access only to

authorized users and

to control

when/where/how the

data are accessed

Monitoring / Blocking

and Audit

Ability to analyze the
transactional
activities
(threats/blocks) and
to view current
transactional
activities and
historical information

Data Protection

Processes and
controls to secure
storage,
transmission and
accessing of an
organization’s data
throughout its

lifecycle

Secure
Configuration

Process and
controls to assure
DB configuration
for security and
compliance

Copyright & 2014 Oracle and/or its affiliates. All rights reserved. |



DB Access Control
Authentication and authorization

(I

APPLICATION SERVER (or CLIENT)

HOSTING SERVER (0S)

DATABASE SERVER

APPLICATION DATA (schema) SYSTEM DATA

APP USER TABLE DB USER TABLE

OIQACI-E Copyright € 2014 Oracle andfor its affiliates. All rights reserved.



DB Access Control
Authentication and authorization from 3 different point of views

m: =
avs.
B i o

USERS

SYS ADMIN
:  (DBA/05S)

N

DEVELOPERS
HELP DESK
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USERS
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ORACLE

APPLICATION SERVER (or CLIENT)

UserlD

UserlD

.
-
=
UserlD AppUseriD
LY
HOSTING SERVER (0S) \\
DATABASE SERVER N\ 'Y )
v | W Y'Y
APPLICATION DATA (schema)  SYSTEM DATA < SYSADMIN
(DBA / 0S)
>
APP USER TABLE DB USER TABLE
Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |



Alcuni errori area DB Access Control

Le credenziali dell’applicazione non sono protette nell’application server
Gli sviluppatori conoscono e usano le credenziali dell’applicazione

| DBA non hanno account personali

Le password dei sistemi sono definite in maniera algoritmica e non sono mai cambiate
Gli utenti accedono direttamente al DB per fare reporting estemporanei

| DBA hanno privilegi eccessivi (DDL e DML)



Monitoring, Blocking and Auding

Pre and post execution SQL controls

APPLICATION SERVER (or
CLIENT)

HOSTING SERVER (0S)

ORACLE

A

DATABASE SERVER

APPLICATION DATA (schema)

APP USER TABLE

SYSTEM DATA

DB USER TABLE

Copyright © 2014 Oracle and/or its affiliates. All rights reserved.




Monitoring, Blocking and Auding

Pre and post execution SQL controls

APPLICATION SERVER (or
CLIENT)

Y/

HOSTING SERVER (0S)

4

CONTROLS ON 5QL CODE BEFORE
EXECUTION

ORACLE

A 4

DATABASE SERVER

APPLICATION DATA (schema)

APP USER TABLE

o

SYSTEM DATA

DB USER TABLE

>

- -

\/_—

LOG PRODUCTION, PROTECTION, COLLECTION,
STORING AND ANALYSIS

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |



Alcuni errori area Monitoring, Blocking
and Audit

Non ci sono controlli sul’'SQL in input
Non vengono prodotti (0 conservati) i log
| log non vengono analizzati proattivamente

| log non contengono I'identificazione degli operatori



Data Protection
Usage of encryption and indiscriminated production copies

> .

EEFI;II_\!I(T:;\TION SERVER (or DATABASE SERVER NON-PRODUCTION DATABASE
>
4
DB STORAGE
4
BACKUP AND
EXPORT

ORACLE Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |



Data Protection

Usage of encryption and indiscriminated production copies

ALEX

NON-PRODUCTION DATABASE

APPLICATION SERVER (or
CLIENT) DATABASE SERVER
S%@al
KIO?EY
“35tyY
@:LKOi
DB STORAGE o
D ENCRYPTION
U /(1>12f

ORACLE’

N\

BACKUP AND
ExpORT  Okju/

A 4

USAGE OF PRODUCTION COPIES TO NON-
PRODUCTIONS ENVIRONMENTS

Copyright © 2014 Oracle and/or its affiliates. All rights reserved. |
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Alcuni errori area Data Protection

Non c’é nessun livello di cifratura in produzione (dischi, database, rete, applicazioni)
| dati dei backup non sono cifrati

| dati di produzione sono copiati nei sistemi di test e sviluppo



Secure Configuration
Installation, hardening, patching, configuration management...

x|

OS of the DATABASE SERVER @

DATABASE SERVER @
A
CODE
.0
ALa
PATCHES SYS ADMIN
(DBA / 0S) ﬁ
lil‘
AMq CONFIGURATION BASELINES
DEVELOPERS

ORAC l_e Copyright © 2014 Oracle and/or its affiliates. All rights reserved. | 23



Secure Configuration
Installation, hardening, patching, configuration management...

PATCHES

ORACLE

OS of the DATABASE SERVER @

D 0S / DBMS INSTALLATION

DATABASE SERVER @ B BATCHING
n CONFIGURATION MANAGEMENT
= p CHANGE DISCOVERY
CODE
.0
AL
SYS ADMIN
(DBA / OS) ﬁ
|ﬁr
Ag CONFIGURATION BASELINES
DEVELOPERS

Copyright © 2014 Oracle and/or its affiliates. Al rights reserved. |
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Alcuni errori area Secure Configuration

Hardware e sistemi operativi obsoleti
Patching tardiva o assente
VA/PT frammentaria e incostante

Scarsi controlli sul software development life cycle



